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Data-Sheet VPN Configuration
	
	Dorner-Site
	Remote-Site: 

	
	
	 

	VPN-Gateway-Type

	Watchguard WFS 8.21
	

	VPN-Gateway ext. IP

	62.218.34.106
	

	Subnet(s) behind Gateway
	172.22.0.0/16
Many other Subnets of our Clients in use!
	

	VPN-Protocol

	IPSec with IKE
	

	
	
	

	IKE-Parameters (phase1)

(preferred marked with *)


	Main-Mode *
Aggressive Mode
	

	key exchange encryption
	3DES *
DES
	

	
	
	

	data integrity (Authentication)
	SHA1 *
MD5 
	

	
	
	

	authentication method
	pre-shared key *

(exchange via telephone)
	

	
	
	

	Diffie-Hellman-Group
	1

2 *
	

	
	
	

	renegotiate IKE SA
	every 480 min (variable)
	

	
	
	

	
	
	

	IPSec-Parameters (phase2)

(preferred marked with *)

	
	

	encryption algorithm

	3DES *
DES

AES (128-bit)

AES (192-bit)

AES (256-bit)
	

	data integrity (Authentication)
	MD5 *

SHA-1
	

	perfect forward secrecy

(optional)
	NO PFS *
	

	renegotiate IPSec SA

	every 3600 sec (variable)
	

	
	
	

	Firewall-rules
	172.22.0.0/16 -->
	Any

	
	172.22.0.0/16 <--
	No


Please, send the completely filled out document back to hwn@dorner.at
In case of queries you can also contact the Dorner HWN department via this mail address.

Dorner Electronic GmbH

Kohlgrub 914, A 6863 Egg

Manfred Strasser

Tel.: +43 5512 2240-157, Fax: -46

E-mail: manfred.strasser@dorner.at
Homepage: www.dorner.at
Dorner Electronic
Date: 17.08.2006
Page: 1 / 1

[image: image1.jpg][image: image2.jpg]